Reported
incident or
event

Prepare, investigate
and collect data

The date the breach was

discovered (or “...by exercising
reasonable diligence would have

known...”) starts the 60 day

counter for notification deadline

Breach

required

Content meets the
five requirements

Create letter —

vV v oy

Establish a toll-
free number

or
Establish an

email address

or

Establish a
website

or

Establish a postal
address

Notification is

Breach Notification Process

Unsecured
PHI?

No

Encrypted per NIST
and FIPS 140-2

Use or
disclosure
violates the
Privacy Rule?,

One of the
three
exceptions to
Breach Rule?

Conduct a

assessment and
analysis

risk

Risk? (based
upon the
analysis of 4
objectives)

Breach notification is not required

Yes

Law
enforcement
delay?

Urgent due
to possible
imminent
misuse of
PHI?

Notifications to
individuals via first
class mail (without

delay)

Contact immediately

by telephone or
other means and
then send...

Temporarily hold off
on breach
notifications

500 or more
individuals
affected?

Maintain a log of
breaches; report
annually to HHS

Immediately notify
HHS via their

website

500 residents
of any one
jurisdiction or
state?
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Create a press
release; send to
media outlets

Check for returned
notices

A

Ten or more
returned
notices?

-----

(Optional)
\

f==——==———

* Substitute notifications must be provided in a
manner that is reasonably calculated to reach the
affected individuals.

Provide substitute
notice*

!

Consider making /7
another attempt /

to reduce the 7

number of
returned
notices

_-— -

!

]

Or

-

(" Conspicuously \
posted for 90 days
on the website
homepage

Provide a toll-
free number for
90 days

.
| Provide notice in
I amajor print or

| broadcast media
I



